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% Remote Desktop Connection — X

Remote Desktop
»¢) Connection IPVPS)
.

Computer: 191.45.30.225

Username:  None specified ’
You will be asked for credentials when you connect.
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B Remote Desktop Connection — X

Remote Desktop

»¢) Connection @

Computer: 191.45.30.225:5530 v

Username: None specified

You will be asked for credentials when you connect.
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Windows Security X

Enter your credentials

These credentials will be used to connect to . -

administrator =— us’ern’an'\'e)
Ty
s —a» password)

[C] Remember me
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% Remote Desktop Connection X
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The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.

Certificate name

5] Name in the certificate from the remote computer:
PARSVDS-NETWORK

Certificate emors

The following emors were encountered while validating the remote
computer's certificate:

,_ﬁ The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

Dont ask me again for connections to this computer

‘vr View certificate... r Yes u | [ No |
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An Authentication error 3,5 J.olgs saslico ) o)l ¢!
has occurred. The function requested is not sup-
ported. Remote computer: <servername> This
could be due to CredSSP encryption oracle remedi-
ation
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Remote Desktop Connection X

e An authentication error has occurred.
The function requested is not supported

Remote computer:

This could be due to CredSSP encryption oracle remediation.
For more information, see https://go.microsoft.com/fwlink/?linkid=866660

CredSSP authentication error after installing May 8
2018 patch Windows 1
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Command Promp §:,b j CredSSP > g3, : Jol J=ol,

window as Administrator w,ge 4 1) cmd 3,90 ¢! (g1
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REGADDHKLM\Software\Microsoft\Windows\CurrentVer-
sion\Policies\System\CredSSP\Parameters\ /v AllowEn-
cryptionOracle /t REG_DWORD /d 2
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Computer Configuration >> Administrative Templates >>
System >> Credentials Delegation >> Encryption Oracle
.Remediation
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Setting State Comment
iz, Allow delegating default credentials with NTLM-only server... Not configured No
Allow delegating default credentials Not configured No
Encryption Oracle Remediation Not configured No
iZ, Allow delegating fresh credentials Not configured No
Allow delegating fresh credentials with NTLM-only server a...  Not configured No
Remote host allows delegation of non-exportable credentials  Not configured No
Allow delegating saved credentials Not configured No
Aliow delegating saved credentials with NTLM-only server a... Not configured No
Deny delegating default credentials Not configured No
Deny delegating fresh credentials Not configured No
-} Deny delegating saved credentials Not configured Ne

Restrict delegation of credentials to remote servers Not configured No

Windows 10 RDP CredSSP encryption oracle reme-
encryption oracle JS_iw (2l 8, (sl diation error Fix
O S L2l ) Enable ¢ oS ;L 1) remediation
A ,uei Vulnerable (g, 5 o) Protection Level )laso

& Encryption Oracle Remedution o A

‘m Encryption Cracle Remedation Previous Setting Next Setting

‘ O NotConfigured  Comment:

@ Erabled
O Disabled L
SUppOMed O | a9 east Windews Vista
[
| Opticns: Help:

Protection Levet | Matigated Encrypbien Oracle Remediation ~

Force Updated Chents This policy setting applies to appications uting the CredSSP
component (fee example: Remote Desktop Cenmecten)

(Vulnerable
Some versicns of the CredSSP protoco! are vulnerable to an
encryption oracle attack sgainst the ciest. This pelicy contrels
compatibility with vulnerable clients and servers. This policy
Alows you o set the level of protecticn desired for the
encryption oracle vuinenilay

f you enable thes pobicy settng CredSSP version suppoet will be
| selected based on the foliowng options |

Force Updated Chents: Client applications which use CredSSP
will mot be able to fall back to the insecure versions and senices
wiing CredS5P will not accept unpatched chants. Note: this
setting should not be deployed untd all remote hosts support the
Aewest vernon.

| Matigated: Chent applications which use CredSSP will net be able |
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Settings contained in the Encryption Oracle Remedi-
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